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Netr.vork
Adnrinistrator
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ob Network Administrator:" The hletu,'ork Achninistrator shoulcl lre .rbCl6eel.fo,rn

al-^.C^ll^--.:---- lthe following:

o Configuration, troubleshooting and managemetlt of different IF Rogting
Protocols (BGP. osPF and [s-IS), srvitching prorocols. MPLS L.z e. L3
VPN in NTTN Service Provider Ltretwork.

o Configuring CISCO Router, Srvitch & f-irewall deviee"
u coinpletely responsible for Network and Data sec,rity Systems.
o shouid have strong knowledge on network securifv, configuration &

implementation.
o Moiritor Network resource r-rtilization, trending, capaeity planning ancl

updating network equipment to the latest finnware l'eleases ancl ensure
lRaxirnum uptime"

o Flan alrd execute disaster recovery strategy.
o Secure website and other hosted applications.
o Troubleshoot internet bandr.vidth and routing issues.
o Ensure end user network reiated suppolt as per requirement.
e co-operate with auditor/other {T cornpriance body to ensure the

standards.
o Initialize proclirernent of ,ecessary lr products & sourcing them.o tr-ead and manage IT i,ventory and [T polic;.. of BGB Data center.e Attend rneeting with ISP providers and accessory pro.viclers.
o "lrain team members on ner.v technology, system, policies. procedures etc.o F{elshe will manage hardr,vare, internet connectivity implementation.

training activities, and other duties in coorclination with lT Direetorate"
o F{e/she will help preparing the tender materials and conducting the

tendering process with technieal details.
o He/She should have understanding tso 27001, pcl DSS stanclardse Advanced certification in cISCc" Linux, MikroT'ik router managernent

are preferred.
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a.t Systerr
,A,dm in isirator

Syste,na Aaflma_i&isg!'alaor. The Systemr Adrninistrator striould be abie to perfonn
tlre [olloivrng:

e R.esearch, plau ancl design an enterprise environment with appropriate
hardware, operating systems, applications, and communication components
to support business requirements.

o Analyze and recornmend both hardware and softr,vare requirements for
existing and future implemented services.

e Cocrrcliuate r.vitli external vendors for the acclr"lisiticn ancl maintenanee of
inf,onnat i on tech n c lo gy h ardlvare an cl softwa.re

" Xnstall, cclnfigure" iest. cloctiment, administrate" lnairrtain, integrate and
support differeut infrastruetune systems inclr"rding but not limited to
different F{ardrvare (Servers, Storage, R.AID settings, etc.), Vinualization
systems, Operating systems (Windowsil-ir-rux based), Application servers,
Backup and .i:ecoverv systems alorrg rvith servers' Endpoint protection.

o trdentify anci set the confrguration items for different systems and verify
their colnpletelless & correctness.

e Manage the abiliry to continue providing a pre-determined & agreed level
of IT services.

e Develop and administrate backLrp, archive & restore processes for different
systeins and cXata according to IT policy of BGB Data Center. Besides
monitoring the backup logs and testing restorations processes regularly.

u Monitor and assess the utilization and perf,ormance of different services and
infrastructure systems (F{ardrvare ancl softwane) regularly to ensune their
effectiveiress using monitoring tools or manually.

o Ensure the availabiliry-, continuity and security of various systems arrd
mon itoring d ifferent Iogs"

o Develop and documeirt openational procedures.
e Mr.nage change requests & determine the neecl to perforrn a system change

wlrenever needed through standard procedures"
o Regular maintenance of servers through the installation of software updates

ancl upgrades, along lvith hardware replacements and expansions.
. Analyze and resolve different systems issues using diagnostic softr,l'are

and/or technical troubIeshooting processes"
* Colnmunicate with exteriral vendors for support requests.
, Perform different hardware migrations or hardware physical reallocatior-l

for the iT infrastructure systelns.
o Good understanding about Data Center Management" power, cooling,

safety requirements
e Advanced storage managen'tent capacity.
o Has understanding iSO 2'7001, PCX DSS standards
e Advanced Certification in Microsoft, Linux, Data Center preferred..
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